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{ǳǇǇƭƛŜǊǎ ǿŀƴǘ ǘƻ Χ

Ensure the availability of energy supply

Comply with regulations

Reduce business risk

/ƻƴǎǳƳŜǊǎ ǿŀƴǘ Χ

Their personal information to be protected

Drivers for secure smart metering systems
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The information flow between smart meters and head end systems

Secure communication technology

Focus of this webinar
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Head End 

System
Smart Meter
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The EU regulatory environment for 
smart meter security and privacy
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EU Recommendation 2012/148/EU

Preparations for the roll-out of smart metering systems

Directive 95/46/EU

The protection of individuals with regard to the processing of 
personal data and on the free movement of such data

Directive 2002/58/EC

The processing of personal data and the protection of privacy in 
the electronic communications sector

EU publications influencing smart metering
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The protection of individuals with regard to the processing of 
personal data and on the free movement of such data

ÂPersonal datashall mean any information relating to an identified or 
identifiable natural person Article 2a

ÂProcessing of personal datameans anyoperation or set of operations 
which is performed upon personal data, whether or not by automatic 
means such as collection, recording, storage, Χ disclosure by 
ǘǊŀƴǎƳƛǎǎƛƻƴΣ Χ Article 2b

Directive 95/46/EU
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The processing of personal data and the protection of privacy in 
the electronic communications sector

ÂService providers should take appropriate measures to safeguard the 
security of their services.. Paragraph (20)

ÂMeasures should be taken to prevent unauthorised access to 
communications in order to protect the confidentiality of 
communications.. Paragraph (21)

Directive 2002/58/EC
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Preparations for the roll-out of smart metering systems

ÂDirectives 95/46/EC and 2002/58/EC are fully applicable to smart metering 
which processes personal data, in particular in the use of publicly available 
electronic communications services Article (7)

ÂData protection and information security features should be built into smart 
metering systems before they are rolled out Article (10)

ÂThe use of encrypted channels is recommended Paragraph 1.24 

EU Recommendation 2012/148/EU
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Barriers to a single approach on smart metering security

Different security architectures have 
been proposed by France, Germany, 
Netherlands, Spain and the UK

Broad European landscape of national and 
industry security guidelines

Slow and loosely coordinated path to 
European standardization and regulation

Security may be considered by governments 
to be a national interest

Security may be used to protect markets
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Comparison with the situation in the USA

Centralized approach driven by the US 
American federal government

NISTIR 7628
National Institute of Standards and Technology Interagency Report

A very relevant set of documents laying out 
the benchmark for activity in the area of 
smart grid cyber security

Wide ranging and influential also in Europe

Next step may be to introduce compliance 
testing and certification

12



Philip Mason | © Landis+Gyr | 03 April 2014

Achieving interoperability in smart 
meter communications security
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Interoperability means ..

Systems can be built up with components from 
different suppliers

Devices from different suppliers can be 
interchanged with no change in functionality

It is importantbecause ..

It gives a utility the ability to be flexible in the way it 
purchases system components

A utility can install meters from several suppliers 
and be sure that they will work side-by-side in the 
smart metering system

What is interoperability and why is it important?
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Associations driving smart meter interoperability

DLMS-COSEM

Device Language Message Specification

COmpanionSpecification for Energy Metering

IEC 62056

IDIS

Interoperable Device Interface Specifications
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Companion Specification

Interoperable secure communications verified by IDIS
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Available
Standards

Who takes the responsibility ?
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COSEM Data Model

DLMS Application Layer

DLMS Authentication and Encryption
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IDIS security supports multiple transport layers
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COSEM Data Model

DLMS Application Layer

DLMS Authentication and Encryption
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How using encrypted and 
authenticated messaging builds trust
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How can we build trust?

Ensure message confidentiality

Disclose information only to authorized entities

Ensure message integrity

Do not allow information to be changed

Ensure message authenticity

Show information only to entities whose right of 
access has been verified 
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Header Cipheredmessage Authentication Tag

Authenticity

Frame CounterHeader Cipheredmessage Authentication Tag

Authenticity

Frame Counter

Frame CounterHeader Cipheredmessage

Confidentiality & Integrity

Frame CounterHeader Key wrapped with Master Key 

Secure Key Distribution

DLMS cryptography is trustworthy
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Frame CounterHeader Cipheredmessage

Confidentiality & Integrity

Frame CounterHeader Key wrapped with Master Key 

Secure Key Distribution



Philip Mason | © Landis+Gyr | 03 April 2014

DLMS message cryptography

DLMS uses AES-GCM-128

Advanced Encryption Standard

Galois Counter Mode

128-bit key lengths

With multiple symmetric keys

ÂAuthentication Key

ÂUnicast Encryption Key

ÂBroadcast Encryption Key

ÂKey Encryption Key
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DLMS message cryptography
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AES-GCM-128
Galois Counter Mode

Authenticated
encryption

Header AE Ciphertext TFCS

DLMS packet

to be protected

STR

DLMS packet 

restored

Cyphered DLMS packet
Encrypted + authenticated payload 

AK

P A

TC

IV

EK
AES-GCM-128

Galois Counter Mode
Authenticated

decryptionSTR FCR

AK

P

ATC

IV

EK
EK EK

SENDER RECEIVER

AE = Authenticated encryption
AK= Authentication key
C = Cyphertext
EK= Encryption key
FC= Frame counter

IV = Initialization vector
P = Plaintext
ST = System title
T = Authentication tag

FCS
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The Gridstream® secure communications 
implementation
Europe, Middle East and Africa
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Gridstream®

Gridstream®ƛǎ [ŀƴŘƛǎҌDȅǊΩǎ 
integrated smart metering 
platform

It combines energy measurement 
devices, communications, 
software applications and 
professional services
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DLMS applied to power line
and mobile communications

Driven by IDIS1 industry association

DLMS2 symmetric keys

TLS3 tunnel to data concentrator

SKM4/HSM5 for crypto-management

Initial key generation

DLMS applied to power line
and mobile communications

Driven by IDIS1 industry association

DLMS2 symmetric keys

TLS3 tunnel to data concentrator

SKM4/HSM5 for crypto-management

Initial key generation

Gridstream® secure communications
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1  Interoperable Device Interface Specifications
2  Device Language Message Specification
3  Transport Layer Security 
4  Secure Key Manager
5  Hardware Security Module


